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Preface

& What's New In DevPartner SecurityChecker
¢ Who Should Read This Manual

& Conventions Used In This Manual

& Accessibility

& For More Information

& Customer Assistance

What’'s New In DevPartner SecurityChecker
For Version 2.5, DevPartner SecurityChecker has added:

¢ Downloadable Updates: To keep you up to date on the latest
security threats, SecurityChecker will regularly provide new rule
updates. You can check for new updates at any time using the Check
for Updates selection from the SecurityChecker menu. DevPartner
SecurityChecker will also periodically initiate an automatic check for
new rule information. When an update is available, SecurityChecker
informs you and offers to install the update on your computer.

¢ New Vulnerability Rules: DevPartner SecurityChecker has added
new Security Rules to all three analysis types — Compile-time, Run-
time, and Integrity Analysis.

¢ Enhanced Reporting Capabilities:

¢ Three Summary reports are available: Vulnerabilities organized
according to the OWASP Top Ten, vulnerabilities organized
according to Industry Classification, and vulnerabilities
organized according to Category and Severity.

vii
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¢ Four types of Detailed reports are available: OWASP Top Ten,
Industry Category, Severity, and Vulnerability Category. Reports
contain a short description of each vulnerability discovered.

¢ A Comprehensive report is available and includes complete
session data.

¢ Users can edit any of the default report templates to create a
customized report.

¢ The New Reports dialog box provides an intuitive, easy to use
interface.

Terminal Services Support: All SecurityChecker features (running an
analysis, reviewing session results, generating reports, etc.) can be
used from a Terminal Services session.

Enhanced File Manipulation Capabilities:

¢ Settings files can be imported to a new session, and exported
from a completed session. Once a session has completed, a link is
available on the Summary Tab to save the current settings file.

¢ Command file creation has been automated. Use the Create
Command file selection from the SecurityChecker menu to
automatically generate a sample command file based on the
current session. Command files are used during a command line
session, and were previously manually created.

Team System Integration: DevPartner SecurityChecker integrates
with Microsoft Team System. Defect reports are pre-populated with
information about the specific security vulnerabilities detected by
SecurityChecker.

Large Font Support: The SecurityChecker user interface has been
enhanced to support large fonts.

Rule Explanations in the Online Help: DevPartner SecurityChecker
now lists all the Vulnerability rules in the online help.

Understanding DevPartner SecurityChecker



Who Should Read This Manual

This manual is intended for software developers and quality assurance
engineers who will be installing and using DevPartner SecurityChecker.
This manual introduces the concepts and procedures basic to using
SecurityChecker.

This manual assumes that you are familiar with the Microsoft Windows
interface, Microsoft Visual Studio 2003 and 2005, and the installation of
Windows software.

Conventions Used In this Manual

Accessibility

This manual uses the following conventions to present information.

¢ Screen commands and menu names appear in a bold typeface. For
example:

Choose Start Analysis from the SecurityChecker menu.

¢ File names and paths appear in a monospace bold typeface. For
example:

The Understanding DevPartner SecurityChecker manual (Understanding
DevPartner SecurityChecker.pdf) describes...

¢ Computer commands, variables within computer commands, and
file names (for which you must supply values appropriate for your
installation) appear in a monospace typeface. For example:

Enter dpsc /help:option atthe command line prompt...

Prompted by federal legislation introduced in 1998, and Section 508 of
the U.S. Rehabilitation Act, enacted in 2001, Compuware launched an
accessibility initiative to make its products accessible to all users,
including people with disabilities. This initiative addresses the special
needs of users with sight, hearing, cognitive, or mobility impairments.

Section 508 requires that all electronic and information technology
developed, procured, maintained, or used by the U.S. Federal
government be accessible to individuals with disabilities. To that end, the
World Wide Web Consortium (W3C) Web Accessibility Initiative (WAI)
has created a workable standard for online content.
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Compuware supports this initiative by committing to make its
applications and online help documentation comply with these
standards. For more information, refer to:

¢ W3C Web Accessibility Initiative (WAI) at www.W3.org/WAI

¢ Section 508 Standards at www.section508.gov

¢ Microsoft Accessibility Technology for Everyone at
www.microsoft.com/enable/

For More Information

Use the following resources to learn more about SecurityChecker
components.

¢ Your DevPartner SecurityChecker CD contains a copy of this manual,
in Adobe Acrobat (.pdf) format.

¢ Read the Release Notes for late-breaking information, including
details on any known anomalies in this release.

¢ Learn about licensing in the Distributed License Management:
Installation Guide.

¢ Use the SecurityChecker integrated Visual Studio Help as you work
with SecurityChecker within the Visual Studio environment. Access
the SecurityChecker online help from the Help menu (Help >
Contents). When the Contents pane appears, select DevPartner
SecurityChecker.

Using the InfoCenter

The InfoCenter provides direct links to various Compuware help and
support sources, such as the SecurityChecker online help, PDF manuals,
and Release Notes. InfoCenter is located under Programs > Compuware
DevPartner SecurityChecker on the Start menu.

Customer Assistance

The following provides information on how to access customer
assistance for both non-technical and technical issues.

For Non-technical Issues

Contact Customer Service for answers to your questions regarding
upgrades and other order fulfillment needs. You can reach Customer
Service from 8:30 AM to 5:30 PM EST, Monday through Friday.

x  Understanding DevPartner SecurityChecker



For Technical Issues

North America

¢ 603 578 8400
¢ Toll free: 800 468 6342

International

¢ Europe: 00 800 6863 4248
¢ Finland: 990 800 6863 4248
¢ Israel: 014 800 6863 4248

All other international customers, check Compuware Worldwide Offices
for the local phone number.

Technical Support can assist you with all your technical problems related
to SecurityChecker, from installation to troubleshooting.

Before contacting Technical Support, please read the relevant sections of
the product documentation and the Release Notes.

You can contact Technical Support by:

E-Mail Send as many details as possible to
nashua.support@compuware.com

World Wide Web  Submit issues and access our support knowledge base at
http://frontline.compuware.com/nashua/

Telephone Telephone support is available as a paid* Priority Support Service
from 8:30 am to 5:30 pm EST, Monday through Friday. Have
product version information ready.

In the U.S. and Canada, call: 888 686 3427
International customers, call: +1 603 578 8100

* Technical Support handles installation and setup issues free of
charge.

Fax Send as many details as possible to 603 578 8401.

Before contacting Technical Support, please obtain and record the
following information about your computer system:

¢ Product name (or edition), and version

¢ Operating system: name, service pack, language variant

¢ Hardware configuration: processor speed, number of processors,
amount of RAM, and display resolution

¢ Software environment: Visual Studio version, .NET Framework
version, anti-virus software, and software firewall, if used
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Technical Support will also need the following information about your
problem:

Any error messages displayed

Stack dumps, exceptions, or other similar details

SecurityChecker files, such as log or settings files

Description of the application being analyzed

Details about where in your application the problem occurred

If possible, a small sample of the application

L 2R 2R 2K 2R 2R 4
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Chapter 1
Installation and QuickStart

& System Requirements

& Installing DevPartner SecurityChecker
4 Downloadable Updates

€ Quick Start

This chapter covers installation of SecurityChecker, and provides
QuickStart information to get you up and running.

System Requirements

This section covers installation requirements.

Hardware Requirements

For best performance, run SecurityChecker on a system that meets or
exceeds the recommended hardware configuration.

Table 1-1. Hardware Recommendations

Hardware Minimum Recommended
Pentium IlI 733 MHz 1.5+ GHz
Memory 512 MB 1GB

Available Disk Space 500MB 500MB

Display 1024x768, 16-bit color N/A

Other CD Drive N/A




Note: Although SecurityChecker can be installed anywhere, approximately
260 MB of space will be consumed on your system partition. If
insufficient space is available, the installation will fail. Please make
sure that there is at least 260 MB of storage available on the system
partition prior to installation.

Minimum Requirements - Operating Systems

The SecurityChecker software has been tested on, and supports the
following operating systems.

Table 1-2. Minimum Requirements - Operating Systems

Operating System Editions Browser and IIS
Windows XP with SP2 Professional, Tablet PC IE5.5

(32-bit only) s 5.1

Windows Server 2003 Standard, Enterprise, and | IE 6.0

with SP1and R2 (32-bit | Web 1S 6.0

only)

Minimum Requirements - Software

The SecurityChecker software has been tested on, and integrates with the
following Visual Studio versions:

Table 1-3. Minimum Requirements - Software

. .re .NET
Version Editions o Languages
Visual Studio Professional Edition .NET Framework | Visual C# .NET
2005 Team Edition for: 2.0 Visual Basic .NET
¢ Software Architects
e Software
Developers
e Software Testers
Team Suite
Tools for Office
Visual Studio e Developer .NET Framework | Visual C# .NET
2003 .NET ¢ Professional 1.1 (SP1) Visual Basic .NET
o Enterprise Architect | -NET Framework

2.0
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Co-Existence Restrictions

If you have a previous version of DevPartner SecurityChecker currently
installed, it must be uninstalled prior to installing DevPartner
SecurityChecker 2.5.

The SecurityChecker software supports co-existence with DevPartner
Studio 8.0 and later, and DevPartner Fault Simulator 1.5 and later.

Installation Considerations
Please note the following items when installing SecurityChecker:

¢ You must have administrative privileges on your machine to install
SecurityChecker.

¢ The SecurityChecker software will not run on Microsoft .NET
Framework 1.0. You must have at least Framework 1.1 installed.

¢ The SecurityChecker software will only analyze ASP.NET 1.1 and 2.0
applications.

ASP.NET applications being analyzed must be on the local machine.
IIS must be installed.

If you will be using Visual Studio Team System to submit work items,
Visual Studio Team Foundation Server and Team Explorer must be
installed. The Work Item template must include “Bug” type.

Installing DevPartner SecurityChecker

Installation is an automatic process. The SecurityChecker software
detects your system configuration and installs the applicable software.

Receiving Your License File

The SecurityChecker software requires a license file supplied by
Compuware in order to execute beyond a single 14-day evaluation
period. A license file is provided for each license that you purchase.

Your license file(s) will arrive by e-mail around the time that your

product arrives, and is delivered to the person designated when the order

was placed.

Note: If you purchased SecurityChecker from a reseller, you can request a
license file from the Compuware Web site at http://

frontline.compuware.com/sw/license_default.asp, or by calling
Worldwide License Management at 1-800-538-7822.
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Install the license file you receive from Compuware by running the
License Administration Utility (Start | Programs | Compuware | License
Administration | License Administration Utility).

If the license file has not arrived when you are ready to install
SecurityChecker, please contact Worldwide License Management:
1-800-538-7822. Outside the USA and Canada, please contact your local
Compuware office or agent.

Complete information about installing and managing licenses can be
found in Distributed License Management License Installation Guide which is
accessible from the InfoCenter (Start | Programs | Compuware
DevPartner SecurityChecker| InfoCenter), or on the product CD
(...\Setup\Common\Compuware\LicInst4.pdf).

You may choose to store the SecurityChecker license in the same location
as your other Compuware products. In this case, we recommend that you
rename the SecurityChecker license file to prevent conflicts, accidental
merging, or replacing of license files.

If you already have a licensed Compuware product and would like to
merge the license files, contact Technical Support (1-888-686-3427).

License Considerations

4

All DevPartner products use the Compuware Distributed License
Management software to manage software licenses. You should be aware
of the following considerations regarding your SecurityChecker software
license:

¢ The SecurityChecker software can run as a 14-day evaluation, or one
of two types of permanent license:

¢ A concurrent license stored within a License Manager database
on a network server

¢ A borrowed concurrent license running on a computer
disconnected from a network

The SecurityChecker software uses all license paths entered during
installation to verify license information. If you experience lengthy
SecurityChecker start-up delays, check your license path for invalid
entries.

Note: Concurrent licenses require Compuware Distributed License
Management (DLM 4.0). For more information on license
installation, refer to the Distributed License Management License
Installation Guide.

Understanding DevPartner SecurityChecker



Installation

To install DevPartner SecurityChecker:

1 Insert the product CD into your CD-ROM drive.
If you have autorun enabled, the setup runs automatically. If not,
open the Add or Remove Programs control panel, click Add New
Programs, and then click CD or Floppy.
Note: If you receive a message from the virus protection software installed
on your system, disable that software until after completion of the
SecurityChecker installation.

2 When the setup screen appears, click Install Compuware
DevPartner SecurityChecker.

3 Click Install DevPartner SecurityChecker and follow the on-screen
instructions in the installation wizard.
When installation is complete, you are returned to the Options
screen.

4 Click Configure a License to enter your license file information.
See “Receiving Your License File” on page 3 for more information.

Note: You can skip this step and default to a 14-day evaluation.

5 Click Register Your Product to complete the online product
registration.

Installation Note: Proxy Information Dialog Box

The SecurityChecker installation automatically detects the proxy server
settings on your local machine. For applications running only on the
local machine, this information will be sufficient.

If you are using a proxy server on your local machine that requires
authentication information, you can choose to enter it here. The
information can also be entered during an analysis session. If you enter
the authentication information at install, you will not need to provide it
for individual sessions.

Chapter 1 Installation and QuickStart 5



Figure 1-1.

Downloadable Updates

To keep you up to date on the latest security threats, SecurityChecker will
regularly provide new rule updates. You can check for new updates at any
time using the Check for Updates selection from the SecurityChecker

menu. SecurityChecker will also periodically initiate an automatic check

i'é‘- Compuware DevPartner SecurityChecker Installation

Proxy Information

B

N

v

Enter proxy information, if needed, to access the Web,

If a proxy server is needed to access the Web, enter prowxy information, You may choose ko
enter this information when you run the product, Click Next to continue,

Address: I Port:
[V Bypass proxy server For local addresses,

Provide authentication credentials for this proxy server,

User Marne: I

Password: |

Domain: I

Cancel

Proxy Information Dialog Box

for new rule information. When a rules update is available,

SecurityChecker will display information regarding the update, as well as
a link for additional details. You can choose to download and install the

update at that time, or initiate a manual check later.

For additional information about configuring the Downloadable Updates

service, refer to the online help.

Quick Start

The SecurityChecker software automatically analyzes and identifies

security vulnerabilities in your ASP.NET application. Through a
combination of Run-time, Compile-time, and Integrity analysis,

SecurityChecker pinpoints the location of security vulnerabilities, and

then offers explanations and repair procedures to fortify your
application.

6
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This section explains how to run a default analysis of your ASP.NET
application. In this section, you will lead SecurityChecker through your
application, analyzing only the pages you choose. Then you will drill
down into the analysis results, viewing detailed information about
vulnerabilities and how to repair them.

1 Open Visual Studio.
2 Open the solution to be analyzed.

3 Click the New SecurityChecker Session icon {1 on the toolbar, or
select New Session from the SecurityChecker menu. The
SecurityChecker application opens in the IDE, and the QuickStart
tab appears.

| Gompuwara

% DevPartner SecurityChecker Start Ay

QuickStart Discovery Summary Yulnerabilities

Types of analysis to perform

[~ Compile-time
Searches for wulnerabilities in your code. Run this as soon as vour code compiles and throughout the
development cycle.

[V Run-time
Discowers wulnerabilities during code execution. Run this once you have & working application and
continue ko use as wou add functionality,

v Integrity

Identifies vulnerabilities by simulating attacks on your application, Run this once your application is ready
ta deploy for testing. Running inkegrity anakysis may affect file systems o databases accessed by your
application. Run the analysis on & copy of your data.

what ko check in ry application

areas of your application you wish to analyze, Close browser bo Finish,

" Check all pages in my application
Hawe SecurityChecker spider through your application automatically, beginning at the start page.

" Use a discovery map: | J Create and manage discovery maps

[¥ Specify start page |http:HID:a\hustIPDANET,ideFault.aspx

i SecuribyChecker uses the solution start page if none specified)

Modify SecurityChecker settings and suppressions

Load saved settings...

Figure 1-2. QuickStart Tab

The first-time default settings include all three types of analysis, and
Check only pages that I visit.

4 In the Specify start page text box, you can specify a start page for
your application. Enter the full URI (uniform resource indicator) to
the page on your local system, for example, http://1ocalhost/
BNTNET/home.aspx.

If you have set a start page in the solution, you can leave the field
blank and SecurityChecker will default to the solution setting.

The Modify SecurityChecker Settings and Suppressions link opens
the Settings dialog box. The settings enable you to view and change
parameters that SecurityChecker uses as you run an analysis session.

Chapter 1 Installation and QuickStart 7



Note: For detailed information about each of the pages in the Settings
dialog box, refer to the Settings Dialog Box topic under User Interface
in the SecurityChecker online help.

5 Click Start Analysis.

The Manual Discovery Information dialog box appears. Read this
information carefully.

DevPartner SecurityChecker, @E‘

i:) *ou have chosen to lead SecurityChecker through the areas of your application

o that you wish to analyze,

SecurityiChecker will open your spplication in the web browser. Mavigate to each
of the pages in your application that you want SecurityChecker to analyze,

when you're done, close the browser and SecurityChecker will begin anakyzing
the pages you wisited.

[~ Donot show this message again

QK

Figure 1-3. Manual Discovery Information

Caution: If your application will interact with a database during a
SecurityChecker analysis session, create a reset script to return the
database to its original state. Run this script immediately after an
analysis session. Or, run SecurityChecker against a copy of the database.

During the analysis phase of a SecurityChecker session, SecurityChecker
follows the map created in the discovery phase, repeating all of the
mapped actions. If these actions touch your database, SecurityChecker
will attempt attacks on those entry points, resulting in changes to your
database. This behavior is normal for a product like SecurityChecker.

6 Click OK.
The SecurityChecker software performs the following operations:

< Builds your application in Visual Studio if necessary
¢ Opens your application in a browser window

8  Understanding DevPartner SecurityChecker



Tip: If this is your first
time running

SecurityChecker, you may
want to only visit two or

three pages of your
application. Longer
discovery maps increase
analysis time, especially

when Integrity analysis is

selected.

Navigate to each of the pages in your application that you want to
analyze. To validate actions such as database access, or links to other
applications, enter the necessary data in the required fields.

As you work, SecurityChecker lists each page you access in the
Actions list on the Discovery tab. Pages with data fields appear in

bold text.
SecurityChecke...(Active).dpscl® | sStart Page - X
' Comp
M DGVPartner SGCU FItyCheC Ker Mew Session, .,
Discovery Summary Vulnerabilities
Discovery map: BNTHETWebfipp_Jun 19 2006_t
Showi: e
http://localhost /BNTHET /itemdetail.aspx ~ ~
http:/ /localhost /BNTNET fitemlink.aspr?cat =M Http Request
http: jflocalhost (BMTHET ficermlist  aspx EOST N -
http:/ /localhost /BNTNET /itemdetail. aspr H:t—eéflloi:a S ENTHERES
http:/ /localhost /BNTHET fitemlink.aspx?cat =¥ Accept: image/gif, images/x-
hittp: flocalhiost BMTHET fitermlist, aspo _><bitrn?‘p, image.-"jplv_ag;_ :
http://localhost /BNTHET /itemdetail. aspx ;T;E:w:ﬁe—»‘gl;:ﬁ,p”:;i i
localhost /BNTNET/ cartfunctions.aspr Referer;
http: jflocalhast BMTHNET fcart, aspx :ttn =f{|E\:a\hosUBNTN ET/iternd:
hittpe fflocalhost (BNTNET/products, asp: - Ccnc:tzntﬁrr;%l.:ge. en-us
< > application/x-www-form-
urlencoded
Fields: Accept-Encoding: gzip,
— ol deflate
=l User-Agent: Mozilla/4.0
(compatible; MSIE &.0;
windows MT 5,15 5W1: MET
supplierid ScrewDepat CLR 2.0.50727; .MET CLR
imagel.y 20 1.1.4322)
- Host: localhost
newitermno 1120 Content-Length: 76
i Proxy-Connection: Keep-
imagel.x 21 Alive =
Memmrnn onoend .
4 >

Figure 1-4. Discovery Tab

8

When you have completed navigation, close the browser.

The SecurityChecker software then begins analyzing the pages you
visited. The Summary tab opens and displays a summary of the
analysis results. You can watch the progress of the SecurityChecker
analysis.

<& A progress meter tracks activity.

¢ Analysis results are summarized in the pie chart and the graph.

¢ You can view the discovered vulnerabilities while the analysis is
in progress.

Chapter 1 Installation and QuickStart 9



9 Click on a slice of the pie chart to view the Vulnerabilities tab with
items sorted by the selected Severity. Or, click on a specific severity in
the list to see only items listed under that severity level.

Click on the bar graph to view the Vulnerabilities tab showing items
sorted by the selected category. Or, click on a specific category in the
list to see only the items in that category.

SecurityChecker Sessi Idnscl] Start Page - X

f_" | Compuware

% DevPartner SecurityChecker New Sexsion..
Discovery Summary Wulnerabilities

256 Vulnerabilities Log Load Cornplete

By Severity By Category

\ 3 0 50 100 150

. S ity Context 70
@ Critical 33 W Security Contex
B Insecure Coding Practices 172
@ Important a4
Execution Errors
() Moderate a4 L
X Application Inkeqgrity 1
@ Informational 45 -
0 Deployment Issues 13
Analysis duration: 00:03:43 Classes examined: 113 Page visits: 50 Wiews analysis transcript

Analysis:  Compile-time, Run-time, Inkegrity Yigw settings used in this session

Save settings used in this session. ..

Figure 1-5. Summary Tab
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The Vulnerabilities tab displays the results grouped by either severity
or category. The SecurityChecker Vulnerability Details pane
displays an explanation and details about each discovered
vulnerability. If the Details pane is not visible, select
SecurityChecker Vulnerabilities Details from the Visual Studio
View menu.

For more information about a specific vulnerability, click on the
item. The Details pane will show additional information about the

vulnerability.
SecurityChecke...(Active).dpscl* - X
- Gompuware
ﬁ Devpartner SGCUFIWChGCKer IMew Session...
Discovery Summary Yulnerabilities
Severity: | Show Al b Group vulnerabilities by categar
Severity Rule... Category b

= @ (33) Critical
= (1) Clear the data when finished using cryptograph... 1000 Application Integrity
File: suppliersCS.aspx.cs [Line: 90]
= (28) Debugging is enabled in ASP.MET page 1018  Insecure Coding Practices

File: accountUpdate, aspx [Line: 4]

File: allorders.aspx

File: rart acre b’

SecurityChecker Vulnerability Details -+ 1 X

L Debugging is enabled in ASP.MET page

Explanation Details

Debugging is enabled in ASP.NET page (1018) 2

Explanation:

Debugging is enabled in the Page directive of an ASPX page:

“%#@ Page language='CH' Debug='true'i=
This attribute indicates whether or not debugging symbals are included in the compilation of the
page. If this atiribute is enabled, debugging information could be leaked, which could help attackers o

Figure 1-6. Vulnerabilities Tab with Vulnerability Explanation

When you have finished reviewing the results of your session, you can
choose to either start a new session (click the New Session button to
return to the QuickStart tab), or exit SecurityChecker. In both cases, you
will be prompted to save or discard your session file.
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As you become more familiar with SecurityChecker, you can tailor
analysis settings to return specific information. From the
SecurityChecker menu, select Settings to display the Settings dialog box.

@ SecurityChecker Settings

N v

Rules and Suppressions

Application Credentials

Compile-time analysis
Discovery Map

Inchude in analysis: .
Proxy Information ki Source weh, config web pages

Paths Run-time analysis

Forms Data Call stack depth: 25 hd [ show system-level security activity
HTTP Headers

Inteqrity analysis

Include in analysis:

Headers Cookies Form Fields QueryString

Add text strings ta allow SecurityChecker to o .
identfy custom error pages: Security risk keywords in HTML comments:

unauthenticated ]
user

wulnerability

warning

windowsidentity

windowsprincipal

<

Figure 1-7. Analysis Settings Page - Settings Dialog Box

Note: For detailed information about each of the pages in the Settings
dialog box, refer to the Settings Dialog Box topic under User Interface
in the SecurityChecker online help.
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Chapter 2

SecurityChecker Overview

& SecurityChecker Overview
4 When to Use SecurityChecker

This chapter outlines some of the security vulnerabilities in Web-based
applications, and provides conceptual information about how
SecurityChecker helps you prevent successful attacks on your
application.

SecurityChecker Overview

The SecurityChecker software finds security vulnerabilities in your
ASP.NET application. Designed to be used with Microsoft Visual Studio,
SecurityChecker can find the following types of vulnerabilities in your
application:

Security context issues
Insecure coding practices
Execution errors

Application integrity issues

* 6 o o

Deployment issues

Use SecurityChecker throughout the development lifecycle to locate
security problems. With the increasing threat to Web-based applications,
writing insecure code leaves your application, and often your database,
vulnerable to attack. Security problems in Web applications expose the
company to financial and legal liability. The SecurityChecker software
helps solve this problem by arming the developer with three analysis
modes to pinpoint security problems:

13
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L 4

Compile-time Analysis

The SecurityChecker software will scan your ASP.NET application
source code looking for known security problems. Reviewing the
actual source code can locate insecure coding practices down to the
method or actual line of code. Analysis of the source code and meta
data can also find problems that would be difficult or impossible to
locate by only simulating attacks on the application as a whole.

Run-time Analysis

Once your ASP.NET application executes, SecurityChecker can
perform Run-time analysis to verify that your application is not using
excessive privileges, accessing files in privileged directories,
incorrectly using the registry, or performing other operations that
could compromise your application’s security.

Integrity Analysis

Integrity analysis replays a series of known security attacks against
the ASP.NET application. Each field, link, and page is tested for
known problems such as Cross Site Scripting, SQL Injection attacks,
Buffer Overflows, Parameter Tampering, etc.

The SecurityChecker software also analyzes the data returned from
the application, looking for incorrect error handling, information
leaks, diagnostic messages inadvertently left in the application,
insecure comments, and many other vulnerabilities.

The SecurityChecker software gives you two options for analyzing your
ASP.NET application:

L 4

You can direct the analysis to specific pages, fields, and links on a
page within your application.

You can choose to let SecurityChecker automatically analyze each
page in the application, beginning at the start page.

These options give you the ability to customize analysis to see specific
pages, or to get “the big picture” of your application’s security.

Once you have analyzed your application, you can generate different
levels of reports and distribute the analysis results to your team. They can
use the reports to correct security issues and validate that recent changes
have not introduced new vulnerabilities.

Technical detail reports contain detailed information about the
vulnerabilities discovered. Summary reports cover high level information
such as the number of issues found, the category, and severity of those
issues. The Comprehensive report includes all information gathered
during an analysis session.

Understanding DevPartner SecurityChecker



When to Use SecurityChecker

Use SecurityChecker throughout the development process, and tailor it
to your specific needs at the time. The SecurityChecker software provides
three different types of analysis, each suited to a phase of the
development cycle.

A Typical Application Development Cycle
The standard development cycle consists of five phases:

Coding

*

Building

*

Testing

*

Debugging
Deployment

Use SecurityChecker to perform different types of security analysis during
each of the phases of application development.

Web Application Lifecycle

Code Web Build Web Test Web Debug Web Deploy Web
Application Application Application Application Application

Compile Titme Analysis Run Time Analysis Integrity |Analysis

Fix Issues Detected

SecurityChecker Analysis by Stage

Figure 2-1. When to use SecurityChecker

Analysis Types in the Development Cycle

The following are the three types of analysis SecurityChecker performs,
and when they best fit into the development cycle.
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Changes in Database

Records

Compile-time Analysis

Compile-time Analysis searches for vulnerabilities in source code, HTML
files, and web.config files. A compile-time analysis can be performed at
any time throughout the development cycle. Because Compile-time
analysis probes only static code, it runs quickly, fitting easily into the
early development phase.

Run-time Analysis

Run-time analysis locates vulnerabilities by examining the internal
workings of your code as it executes. Use Run-time analysis early in the
development cycle (as soon as you have a working application) to spot
vulnerabilities while they are still easy to find and repair. As you add
functionality to your application, use Run-time analysis to check for any
new vulnerabilities that you may have introduced.

Integrity Analysis

Integrity analysis simulates attacks on your application using known
threats and exploits to reveal vulnerabilities. Integrity analysis can be
used any time after the application has been debugged, and should be
run before deployment of your ASP.NET application.

Integrity analysis uses a large battery of tests, and takes a significant
amount of time to run.

If your application will interact with a database during a SecurityChecker
analysis session, create a reset script to return the database to its original
state. Run this script immediately after an analysis session. For more
information, see the note on page 8.

Recommended Model for Using SecurityChecker

16

¢ Begin by running Compile-time analysis at regular intervals during
the coding and building phase.

Add Run-time analysis as the project enters the testing phase.

¢ Perform Integrity analysis at the completion of any work unit, as well
as in the debugging phase. Because Integrity analysis provides
excellent field validation, it should be used often.

¢ Asyou make changes and repair vulnerabilities, run SecurityChecker
to verify that no new vulnerabilities have been introduced.

¢ At Code Complete, run a full analysis on the application to verify
readiness for production.
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Chapter 3
Discovery and Discovery Maps

4 Understanding Discovery and Discovery Maps
4 Using Automatic Discovery

4 Using Saved Discovery Maps

4 Troubleshooting the Limitations of Discovery

This chapter describes the concept of discovery and the use of discovery
maps. At the end of the chapter you will find a section covering the
troubleshooting of discovery issues.

Understanding Discovery and Discovery Maps

Discovery is the process during which SecurityChecker walks through
your application structure and records the paths it takes. SecurityChecker
then retraces the discovery map, analyzing your application and
reporting the vulnerabilities it finds.

Application Discovery

Before SecurityChecker analyzes your compiled application, you must
provide a map of the analysis path. You can choose to create a map,
either manually or automatically, or use an existing map from a previous
session.

Note: The SecurityChecker software does not create a discovery map for

Compile-time analysis because it analyzes only the source code and
meta data, not the operation or interaction of the application.

¢ Manual discovery is the method by which you direct SecurityChecker
through your application. This allows you to choose specific pages
and controls to be analyzed. Use the Check only the pages that I
visit button on the QuickStart page to choose manual discovery.

17



¢ Automatic discovery gives you a broad view of your application’s
security. It provides a way to test pages, links, and fields without
manually guiding SecurityChecker through the entire application.
Use the Check all pages in my application button on the
QuickStart page to choose automatic discovery.

The discovery map lists each uniform resource identifier (URI) visited
during the discovery process. Both Run-time and Integrity analysis use
discovery maps.

Manual Discovery - Check only the pages that | visit

When you select Check only the pages that I visit and start the analysis,
Internet Explorer will open. Navigate through your application,
exercising the pages and components you want to analyze. The
SecurityChecker software records the pages you visit, the links and
controls you navigate through, and the data you enter. When you are
finished, exit Internet Explorer to end the discovery process. The
SecurityChecker software then uses the map you created to analyze your
application.

Automatic Discovery - Check all pages in my application

When you select Check all pages in my application, SecurityChecker
uses a Web spider to automatically explore your project. Referred to as
Automatic discovery, this process attempts to touch every part of your
project. For pages that contain data fields, SecurityChecker has a Settings
page that allows you to enter values so those pages can be exercised.
However, when there is a form used on the start page (such as login and
password), SecurityChecker will prompt you for the information in order
to continue.

Using an Existing Discovery Map

A third option on the QuickStart page, Use a discovery map, allows you
to use a discovery map from a previous session. Use this option anytime
you need to re-test an application; such as to validate code after making
repairs, as part of a nightly regression suite, or if you have a large
application that changes infrequently.

When to Use Manual Discovery

Manual discovery allows you to analyze only the parts of the project that
are of interest to you. In a complex Web application with extensive links,
fields, and pages, limiting the analysis scope results in a more focused
and manageable session.
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Typical ASP.NET Application

Developer #0 Login Page

~ - Developer #Q Order Entry <+

Developer #@ Account Creation

Developer #9 Return Information

Developer # () Vendors

Developer # Q Referrals

Figure 3-1. Focusing the Scope of the Analysis

For example, use manual discovery when:

L 4

You are part of a development team working on a large Web
application, and only have responsibility for specific parts of the
project.

You have already made repairs to the code, and you want to test a
specific page of your application.

The procedure for creating a manual discovery map using the Check
only the pages that I visit option appears in “Quick Start” on page 6.

When to Use Automatic Discovery

Automatic discovery gives you a broad view of your application’s
security. It provides a way to test all pages, links, and fields without
manually guiding SecurityChecker through the entire application. For
example, use automatic discovery when:

L 4

4

You are nearing deployment and want to check the entire application
for security vulnerabilities.

You are in the debugging phase and you want to create a large testing
script. Use automatic discovery to ensure full coverage of your
application. You can then use these large discovery maps to uncover
bugs in your application, or as part of a regression testing suite run
from the command line interface. For more information on using the
command line, see “Using the Command Line Interface in an
Automated Test Environment” on page 59.
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Using Automatic Discovery

20

Automatic discovery will explore your entire application, with some
limitations. In applications where the first page requests login
information, SecurityChecker will prompt you to enter valid data before
continuing.

For data fields on subsequent pages, you can use the Forms Data page in
the Settings dialog box to provide data that would be entered in text
boxes within your application. When you specify an ID and Value on
this page, you can enter data once for multiple fields with the same ID.

& SecurityChecker Settings @@

Forms Data

Rules and Suppressions

Allowss you to set default values for SecurityChecker to use when it e
our appli b

Application Credentials ur application, Mote: Values set hers

Figure 3-2. Settings Dialog Box - Forms Data Page

Consider the following example: Your application includes a text box
control identified as city. If you enter city in the ID column and
Chicago as the corresponding Value, every time you analyze your
application with an existing discovery map SecurityChecker will supply
Chicago as the value every time it encounters a blank city text box.
Note: For detailed information about each of the pages in the Settings

dialog box, refer to the Settings Dialog Box topic under User Interface
in the SecurityChecker online help.

You can also enter field data prior to analysis when using an existing
discovery map. See “Editing a Discovery Map” on page 26 for more
information on adding field data.
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Automatically Creating a Discovery Map

Use the following procedure to automatically create a discovery map.
Once created, you can save the discovery map for future use. You can also
choose to save the discovery map automatically at the end of the session.
Selecting the Automatically save discovery map with analysis
checkbox on the Discovery Map page in the Settings dialog box will
save the map to your solution directory. See “Adjusting Automatic
Discovery Settings” on page 24 for additional information.

1 From the QuickStart tab, select Check all pages in my application.

SecurityChecke. {Active).dpscl SecurityChecker Session.dpsc* - X
¥\ _ Compuware
% DevPartner SecurityChecker Stort Anchsi

QuickStart Discowery Summary Yulnerabilities

Types of analysis to perform

Compile-time
Searches for vulnerabilities in your code. Run this as soon as your code compiles and throughout the
development cycle,

Run-time
Discovers vulnerabilities during code execution, Run this once you have a working application and
continue bo use as you add Functionality.

Inkegrity
Identifies wulner abilities by simulating attacks on your application. Run this once vour application is ready

ta deploy For testing, Running integrity analysis may affect file systems or databases accessed by your
application, Run the analysis on a copy of yvour data,

What to checkin my application

(O check only the pages that I wisit
Lead SecurityChecker through the areas of wour application you wish to analyze, Close browser to Finish.

(& Check all pages in my application
Have SecurityChecker spider through vour application automatically, beginning at the start page.

Create and manage discovery maps

[“5peciy start page http:fflocalhost/BNTNET default, aspx

(SecurityChecker uses the solution start page if none specified)

Modify SecurityChecker settings and suppressions

Load saved settings...

Figure 3-3. Automatically Creating a Discovery Map
2 Click Start Analysis.

If the start page requires information, such as user ID and a password,
the Start Page Field Data form appears.
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& Start Page Field Data

http: fflocalhost/BNTNET/login, aspx

Figlds:

To enter the value for a field, click on the cellin the Yalue column.

If wour application requires values to be specified for the Fields listed below, provide those now,

L} (s}

Customerld SER—— e
Password Password
_ctin _ctin

Yalue

Login

Figure 3-4. Start Page Field Data Entry

3 Enter the required information and click OK.

The Discovery tab appears. As SecurityChecker walks through your
application, the Actions list on the Discovery tab lists each page it
accesses. Any pages that contain data fields will appear in bold.

In addition, the pane to the right displays HTTP request and response

information for a selected action.

Once the discovery is complete, you will begin to see session results.
For information about analyzing the session results, see “Interpreting

Analysis Results” on page 40.

5ecurity[hecke...(nctive).dpscl*] SecurityChecker Sessionl.dpscl Start Page - X
# Compuware
1 DevPartner SecurityChecker NE—
Discovery Summary Yulnerabilities
Discawvery map: BMTMETWebapp_Jun 20 2006_1
Show: Actions v
SecurityChecker will check For wulnerabilities on selected items Show |
=] hitp:/flocalhost BNTHET flogin, aspx »~ -
= _ctl0-http:/ /localhost /BNTNET /login.aspx Http Request
= http: flocalhostBMTMET login, asps || POST /ENTHET/|oginaspx
=) btnNewCust-http://localhost /BNTNET /logi :;r;fe i
o http:fflocalhost/BHTNET /login. aspx http:/flocalhost/ BNTHET  login.
= btnNewCust-http:/ /localhost /BNTNET /login.aspx Conlt_Entt_'vaPE .
R applications x-www-form-
1. htkpejflacalhost BHTHET flogin. aspe urlencoded
= http: filocalhost/BNTHET /default, aspx User-agent: Mozilla/4.0
= http:jflocalhostBHTHET fdefault, aspx Ev;m;pati?ﬂll‘?:leles\?im eT
indaws 13 i
. httpefflocalhost [BMTNET (default, aspa: CLR 2.0,50727; «NET GLR
= http: [ flocalhost [BNTHET products. asps 1.1.4322)

< |

1 httpiflacalhost/BMTMET [default aspx

=} bk Ml slbe e HPRITRIET fremc ke 2emer

Figlds:

Name Yalue

Password Password cusl
_ckio _cto Login

Host: localhost
Content-Length: 50

Coskie:
ASP.NET_Sessionld=xpgd4p5s

Customerld=cusigPassword=c

Http Response
HTTP/1,1 200 OK
Content-Length: 9659
Cache-Caontrol: private v

< | ¥

Figure 3-5. Discovery Tab
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Errors and Warnings During Discovery

Tip: For information on
any of these settings see
“Adjusting Automatic
Discovery Settings” on
page 24.

Errors and warnings are displayed in the status pane to the right of the
Actions list on the Discovery tab.

The Individual Pages view shows only one instance of each page visited,
even if the page was visited 15 times. When Individual Pages is selected
from the drop down, icons indicate that some or all instances of a page
contain errors and warnings. If each visit did not generate a warning or
error (for example, only 6 visits generated a warning), SecurityChecker
will display a semi-warning (icon shows gray).

Errors

During discovery, SecurityChecker may encounter a page that cannot be
processed due to HTTP errors. These pages can be identified by the error
icon E3. Selecting a page with an error will display specific details about
the error in the status pane to the right of the Actions list.

Errors displayed in the Discovery map are not based on vulnerabilities
discovered during analysis.

If you are looking at the pages accessed by SecurityChecker in the
individual pages view, you can use the icon next to the page to find out if
any or all instances of the page had warnings or errors.

Warnings

During discovery, SecurityChecker may encounter a page that:
¢ Exceeds the limit for crawl depth set in the Settings dialog box

¢ Exceeds the link visitation limit set in the Settings dialog box

¢ Exceeds the limit for maximum links per page set in the Settings
dialog box

Is outside of the domain/solution set in the Settings dialog box

Is part of the BlackList file (For information on the BlackList file, see
“Using the BlackList File” on page 25)

These pages are flagged with a warning icon /I'. The warning indicates
that these pages will not be included in the analysis. The details of the
warning are displayed in the status pane. After reviewing the details, you
might decide to include the page. You can do so by modifying the setting
indicated by the warning.

If you are looking at the pages accessed by SecurityChecker in the
individual pages view, you can use the icon next to the page to determine
if any or all instances of the page had warnings or errors.
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Turning Warnings Off  If you find that viewing the warnings is unnecessary in your session, or
you would like to focus only on the active pages, you can hide the
warnings in a discovery map. Use the Show /I check box to hide
warnings. Re-selecting the check box will display the warnings.

Adjusting Automatic Discovery Settings

The default configuration for automatic discovery provides enough
information to accurately locate most security vulnerabilities. However,
there may be circumstances when you want to adjust how deep
SecurityChecker goes into your application. For example, you may have
pages in your application that are highly cross-referenced. The default
crawl depth of 10 may be returning too many page references. Adjust
automatic discovery activity using the settings on the Discovery Map
page of the Settings dialog box, described below.

1 Discovery Map

] Automatically save discovery map with analysis

Proxy Infarmation Page request timeout: seconds

Analysis

Paths Manual Discovery

Forms Data

Port ko listen on:
HTTP Headers
P Address to lisken on: [lacalhost

Automatic Discovery

[#] Analyze pages in the solution anky

Analyze pages For these domains only: Link Wisitation Limit: visits
Crawl Depth: levels

Mazimum links Found per page:

Figure 3-6. Settings Dialog Box - Discovery Map

¢ Analyze pages in this solution only: When selected, automatic
discovery follows links to pages only in the current solution. Links to
other pages on the local computer or the Internet are not followed.

¢ Analyze pages for these domains only: Limits the domains that
SecurityChecker maps in automatic discovery mode. Click in this text
field and type one or more domain names.

¢ Link visitation limit: This setting prevents the spider from looping
back on itself infinitely. Limiting Link visitation helps if your
application has a navigation bar on each page. The default value is 2.
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¢ Crawl depth: This setting limits the maximum number of levels that
SecurityChecker will crawl through while performing the discovery
analysis. Use Crawl Depth to limit discovery if your application is
highly cross-referenced. The default value is 10.

¢ Maximum links per page: This setting limits the number of links on
a page that will be followed and mapped. Use the Maximum links per
page setting if your application returns large data grids containing
repeated information. The default value is 25.

Using the BlackList File

The BlackList XML file (BlackList.dpscb) lists the pages that automatic
discovery will ignore while analyzing your application. Using the
BlackList file lets you narrow the focus of your analysis, similar to
manual discovery. When you start a session, SecurityChecker scans the
solution directory and uses any valid BlackList.dpscb file found.
A sample BlackList file:
<BlackList>

<Page name=“AccountCreationStepl.aspx” />

<Page name=“/BNTNET/header.aspx” />

<Page name=“http://localhost/BNTNET/
AccountCreationStep3.aspx” />

</BlackList>

You can format an entry in the BlackList file in one of three ways:

¢ Provide the full path to the page to be avoided:
Http://localhost/testapp/Home.aspx

¢ Provide the local path to the page:
/testapp/home.aspx

¢ List only the page name:

Home.aspx

When to Use the BlackList

Use the BlackList file with automatic discovery in the following
situations:

¢ When you are analyzing a large application, but know that there are
a few specific pages you will never need to analyze (that are not part
of your responsibility).
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¢ When you are analyzing specific pages in an application, but want to
make sure you do not miss any part of those pages (exclude all other
pages using the BlackList).

Using Saved Discovery Maps

You can create discovery maps to analyze specific parts of the project,
and save them for later use in validation and quality assurance testing.

You can use a saved discovery map in the following ways:
¢ Reused without changes
¢ Edited to provide a more focused approach

¢ Saved to be used in a later session or regression test, or as part of a
batch file run from the command line.

Reusing a Discovery Map

Reusing a discovery map expedites validation testing both for you and
Quality Assurance testers. To reuse a discovery map:

1T On the QuickStart tab, select Use a discovery map.
2 Use the drop down box and choose the appropriate discovery map.

3 Select the type of analysis to be performed (Run-time or Integrity)
and click Start Analysis to start the session.

Editing a Discovery Map

26

Use the Manage Discovery Maps dialog box to select and edit an
existing discovery map. Edit a discovery map by:

¢ Selecting or deselecting uniform resource identifiers (URI’s) from the
Actions list

¢ Altering field data associated with a given URI

From the Actions list in the map viewer, you can select or clear items to
include or omit specific pages and controls. When you select a URI that
contains a data field, the Fields pane displays the associated field ID and
value. The SecurityChecker software will use the data during the analysis
session when the field is encountered, further automating the analysis
process. This level of detail can save time when validating fixes or
running regression tests. To edit a discovery map:
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1 From the QuickStart tab, select Create and manage discovery
maps, next to the discovery map drop down list.

You can also choose Manage Discovery Maps from the
SecurityChecker menu.

Manage Discovery Maps ‘Elg‘

Discovery Maps:

Open
Duplicate

Hew.

Close

Figure 3-7. Manage Discovery Maps Dialog Box

2 When the Manage Discovery Map dialog box appears, select an
existing discovery map from the list, and click Open.

& BNTNETWebApp_Jun 20 2006_1
T &
Shom: | Actions v
SecurityCherker will check for wunerabilties on selected items Show A
= hittp: fflocalhostBNTHET jlagin, asps ~ ~
= _ctlo-http://localhost /BNTNET /login.aspx Http Request
=] http:fflocalhost/BNTHET login.aspx :_?_?;J;B;‘TNETfIng‘aspx
=} btnNewCust-http://localhost /BNTNET flogin.asi || 11"
1. http:/flocalhost/BNTMET login, aspx http:/flocalhost/ BHTHET/ login, :
c] btnNewCust-http://localhost/BNTNET/login.aspx Ccn‘tent'Tv"De: ’
i1 httpflacalhost [BHTHET Iogin.aspoc b e R
= hitp:/flocalhost{BNTMET /default aspx User-Agent: Mozilla/4,0
=2 http:fflacalhost/BNTHET default. aspx Sl\j"jn;pat‘t;\l"i;ﬁMfIES\?iD;NET
i1 http:/flacalhestBNTHET jdefaul:. aspx ClRi2 Dl e NE TR
= hitp: | localhost{BNTHET jproducts, aspx 1.1.4822)
i, hitp:localhost/BNTMET/default, aspx Host: ‘cca‘hcsth
= http: flocalhost [BHTMET fproducts. aspx S
i http:flocalhost/SHTET/deFault, aspx ASP.NET_Sessianld=xpaddpss
1 httpflocalhost/BMTHET products.asps ot - . B
=] httpijflocahost/BNTHEjcart aspx g|| ©TomeraTmisiERassardne
L3 I 2 Http Resp
. HTTR/1.1 200 Ok
Fickis: Content-Length; 9659
Hame Value: Cache-Contral: private
Customerld Cantent Typs: tast/himl;
charset=utf-g
Password Password cusl Date: Tue, 20 Jun 2008
= 18:32:27 GMT
Y e, Login Server: Microsoft-II8/5.1
H-Asphet-Versian:
2,0,50727
K-Powered-By: ASP.NET -
v
< >
SerurityChecker wil recreate the current map using input values
Recreate Map | and wil corfine fo spider theough the rest of your aplicarion
sutomaticaly.

Figure 3-8. Map Viewer

3 In the Actions list, select or clear checkboxes to include or omit
specific pages and controls.

The de-selected pages remain in the discovery map and can be re-
enabled at a later date.
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The Fields area displays the values for the fields and controls that
accept input on the page (indicated by URI’s listed in bold). Data that
must be present to verify the operation of the application, such as a
valid customer name, or a part number, should be entered in the
Value column.

4 Click OK to save the map, or select Recreate Map to create a new
discovery map using the edited values.

Renaming a Solution After Saving a Discovery Map

If you have saved a discovery map for a solution, renaming that solution
renders the saved discovery map unusable. An error message displays,
saying that the discovery map was created for a different solution and
cannot be used.

Deleting the discovery map file from the solution directory, or the
directory specified in the settings file, will resolve the problem.

Other circumstances that may invalidate a discovery map for a solution:

¢ Modifying the solution by deleting projects or .aspx pages within
the various projects of the solution

¢ Moditying the pages in projects within the solution by renaming or
deleting input controls on the pages in the solution

¢ Modifying the logic in the code behind the pages by changing the
redirection of responses to new destination URI’s

In cases where the repair of security vulnerabilities has resulted in
significant changes to projects within a solution, create a new discovery
map for the project or solution. Choose automatic discovery to assure
that no part of the solution is overlooked.

Troubleshooting the Limitations of Discovery

This section covers the limitations of automatic and manual discovery,
and provides troubleshooting tips and workarounds when available.

Limitations of Automatic Discovery

The following are issues encountered by automatic discovery.
Workarounds are provided when available.
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Tip: An additional option
is to modify your
application and
temporarily disable the
“logoff” control.

Multipart HTTP Requests

Automatic discovery does not support multipart HTTP requests (i.e.,
messages that include the HTTP header field “Content-Type: multipart/
..."). Requests of this type are often generated when uploading image
files to a web server. They will appear in the discovery map, but will be
grayed out. The page will not be analyzed by SecurityChecker Integrity or
Run-time analysis.

Executing Javascript

Automatic discovery can only parse standard javascript routines (i.e.
__doPostBack). Currently there is no method for automatic discovery to
execute javascript, and therefore those methods will be ignored. The
result is that pages linked using javascript will not be found. For example,
if a custom routine for an onclick handler redirects to another page,
this page will not be found by automatic discovery. If your application
uses javascript redirects, we recommend using manual discovery.

Activating Controls

When automatic discovery encounters a page containing a “log off”
option, it will activate the control and log off. The analysis will continue,
but only at the access level of a “logged off” user. If you want analysis to
continue as a full access user, you can use the Discovery Map dialog to
remove the page from the analysis, or use Manual discovery.

Database Modification

As SecurityChecker maps an application, it activates all buttons, fields,
and links. If clicking these buttons or links causes the addition,
modification, or deletion of records, the analysis phase will exercise the
application and cause these modifications or deletions to occur. This is
exercising the application as it was shown to SecurityChecker either
through manual or automatic discovery.

If your application interacts with a database, consider creating a reset
script to return the database to its original state. This script should be run
immediately after an analysis session. Or, run SecurityChecker against a
copy of your database.

Client Side Issues

Automatic discovery does not emulate client side functions such as
scripting.
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Limitations of Manual Discovery

30

The following are issues encountered by manual discovery. Workarounds
are provided when available.

HTTP 1.0 Protocol

Manual discovery does not support the HTTP 1.0 protocol. Ensure that
Internet Explorer is configured to use the HTTP 1.1 protocol.

1 From the Internet Explorer window, Select Tools > Options.
2 Select the Advanced tab of the dialog box.

3 Under the HTTP 1.1 settings category, check both Use HTTP 1.1 and
Use HTTP 1.1 through proxy connections.

Multipart HTTP Requests

Manual discovery does not support multipart HTTP requests (i.e.,
messages that include the HTTP header field “Content-Type: multipart/
..."). Requests of this type are often generated when uploading image
files to a web server. They will appear in the discovery map, but will be
grayed out. The page will not be analyzed by SecurityChecker Integrity or
Run-time analysis.

Encryption Issues Using Manual Discovery - Secure Socket
Layers and HTTPS Pages

The following issue is part of normal operation of encrypted
communications. It represents a limitation of SecurityChecker.

Because communication over secure socket layers is encrypted, manual
discovery cannot be used to monitor HTTPS communications. Since the
client and server share a certificate used for the encryption of their
conversation, a proxy sitting between them will not be able to make
sense of the data transfer. Manual discovery will not work because it
inserts a proxy between the client and server. Automatic discovery does
not insert a proxy between such communication, and will generate a
discovery map.
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Integrated Windows Authentication

Using Integrated Windows authentication for a solution will not allow
manual discovery to take place. Integrated Windows Authentication
(NTLM authentication) cannot be used through a proxy server. The
SecurityChecker software will recognize this condition and display an
error message. To work around this issue, configure the application to
allow either anonymous login or basic authentication. Basic
authentication requires you to enter the user name, password, and
domain.

File Types

Manual discovery only collects information for pages of the following
file types: .ASP*, .HTM*, .AXD, and .ASMX.

Client Side Issues

During Integrity analysis, SecurityChecker will only attack cookies when
used with manual discovery.
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Chapter 4

Analysis and Results

4 Analyzing an Application

# Interpreting Analysis Results

& Reports

4 Using a Custom XSLT to Create a Report
¢ Troubleshooting

This chapter describes general use of the Summary and Vulnerabilities
tabs, how to interpret the analysis results, and generating reports. At the
end of the chapter you will find a section covering the troubleshooting of
minor issues.

Analyzing an Application

Summary Tab

Application analysis is a straightforward process. The SecurityChecker
software follows the direction you provide with the discovery map. The
results are displayed on the Summary tab and Vulnerabilities tab.

You can track progress and see the results of the session on the Summary
tab. Clicking on an item in either the severity or category lists will open
the Vulnerabilities tab displaying only the selected vulnerabilities. The
pie chart and bar graph provide the same ability to drill down into the
vulnerabilities.
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SecurityChecker Sessiunl.dps(l] Start Page - X

# %\ _ Compuware
% DevPartner SecurityChecker Now Session...
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Analysis duration: 00:08:43 Classes examined: 113 Page wvisits: 50 Yiew analysis transcript

Analysis:  Compile-time, Run-time, Integrity Vi setlings used in this session

Save settings used in this session. ..

Figure 4-1. Summary Tab

You can view a transcript of the analysis and the settings used during the
analysis session by selecting View analysis transcript on the bottom
right corner of the Summary tab.

The Transcript log shows all events during the analysis, and can be
viewed during the session. Use this window when you want more
information about how the analysis proceeds, or to see details about any
errors or inconsistencies encountered during analysis.

& SecurityChecker Session’1

This is the transcript of all of the events during the analysis:

Analyzing Type _ASP.FastObjectFactory_app_global_asax_dgrdkynw (2 of 2)
Analyzing Type BNTMETSupplierListing. supplierss (1 of 5)

Analyzing Type ASP.supplierscs_aspx (2 of 5)

Analyzing Type BNTMETSupplierListing. loadsupplierscs (3 of 5)

Analyzing Type ASP.loadsupplierscs_aspx {4 of 5)

Analyzing Type _ASP.FastObjectFactory_app_web_tr0dkg31 {5 of 5)
Analyzing Type SupplierInfolws, SupplierInfo {1 of 3)

Analyzing Type SupplierInfolws,getSalesTotalCompletedEventHandler {2 of 3)
Analyzing Type SupplierInfolws,getSalesTotalCompletedEventargs {3 of 3)
Starting Web Page Compile-time Analysis

13

Automatically scroll o the most recently added result

Figure 4-2. Analysis Transcript
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Classification of Vulnerabilities on the Summary Tab

Severities

The SecurityChecker software places the vulnerabilities reported during
analysis into two initial classifications: Severity and Category. The
following lists provide a brief explanation of each of the sub-
classifications. This information will help you determine what
information you may want to focus on during different analysis and
development phases. For instance, you may not want to know about
deployment issues during early development, but closer to deployment
you may want to know about everything except informational
vulnerabilities. For information on selecting and deselecting rules, see
“Rules and Vulnerabilities” on page 54.

There are four levels of severity reported by SecurityChecker: Critical,
Important, Moderate, and Informational.

Critical

Vulnerabilities whose presence indicates the application is currently
exposed to a known hacking exploit. The application is at high risk of
attack if these issues are not fixed before deployment.

Important

Vulnerabilities detected whose exploitation could result in compromise
of the application. The application may be at risk of attack if these issues
are not fixed.

Moderate

Vulnerabilities that cannot by themselves result in a compromise of the
application, but that might result in a compromise if an attacker
combined them with other vulnerabilities. It is possible that the
application may be attacked due to these issues dependent on the
surrounding set of circumstances. It is advisable to fix these issues.

Informational

Informational vulnerabilities are classified as code that might affect the
security of your application. The information provided should be
weighed by the application developer for impact to the application
before deployment.
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Categories

There are five categories of Vulnerabilities: Security Context, Insecure
Coding Practices, Execution Errors, Application Integrity, and
Deployment Issues.

Security Context

The Security Context category examines the authentication mechanisms
in your application. Authentication is defined as “The process through
which the identity of a computer or network user is verified.” The
Security Context category reports vulnerabilities in the code used to:

¢ Verity the rights required to access parts of the application

¢ Verity the rights to perform the action, the function, or the work in
those parts of the application

¢ Affect the current state of the security context

Examples where security context vulnerabilities might occur include:
NTLM, Forms Authentication, .NET Code Access Security, and Session
Cookies.

Insecure Coding Practices

Known patterns of coding that result in security vulnerabilities in both
managed and unmanaged code.

Examples include: Using “unsafe” code in C#, having assemblies open to
partially trusted callers, or code performing impersonation.

Execution Errors

Security vulnerabilities and programming errors that occur at application
runtime and expose the application to attack.

Examples of these errors would be unhandled exceptions, failed .NET
demands for permissions, buffer overflows, and vulnerabilities open to
cross-site scripting attacks.

Application Integrity

Application Integrity refers to the ability of your application to protect
valuable data, such as credit card information or personnel records. This
data must be protected for privacy and defense reasons.
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Vulnerabilities Tab

Issues with cryptography can compromise application integrity, and lead
an attacker to your database. How errors are handled and seen by the user
can affect the amount of knowledge an attacker can gain about the
application structure. That knowledge widens the attack surface of the
application.

Deployment Issues

Deployment issues are various configuration details such as file system
security, remote access capabilities, Web server configuration, and .NET
runtime configuration that can affect the overall security of the
application. These items all are concerns when an application is
deployed.

The Vulnerabilities tab lists all vulnerabilities found in the analyzed
application. Use it to drill down and locate the specific issues. The
vulnerabilities can be grouped either by Severity or Category. Use the
drop-down box to display a list of specific categories or severities.

SecurityChecke...(Active).dpscl* - X
¥ Compuware
g’ Devpartner SGCUFIWChGCKer Mew Session. ..
Discovery Summary Yulnerabilities
Severity: | Show Al 5 Group vulnerabilities by categar
Severity Rule... Category b

= @ (33) Critical
= (1) Clear the data when finished using cryptograph... 1000 Application Integrity
File: suppliersCS.aspx.cs [Line: 90]
= (28) Debugging is enabled in ASP.MET page 1018  Insecure Coding Practices

File: accountUpdate, aspx [Line: 4]

File: allorders.aspx

[T p— e
SecurityChecker Yulnerability Details > 0 x
® [ Debugging is enabled in ASPLMET page
Explanation Dietails
Debugging is enabled in ASP.NET page (1018) 2
Explanation:

Debugging is enabled in the Page directive of an ASPX page:
“%#@ Page language='CH' Debug='true'i=

This attribute indicates whether or not debugging symbals are included in the compilation of the
page. If this atiribute is enabled, debugging information could be leaked, which could help attackers o

Figure 4-3. Vulnerabilities Tab and Details Pane
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Details Pane

When the source file is available, double-clicking a Vulnerability will
take you directly to the line or method in the source code where
SecurityChecker discovered the vulnerability.

When you select a vulnerability from the list, the Details pane opens,
providing additional information. (You can also select SecurityChecker
Vulnerability Details from the View menu to see this pane.)

The SecurityChecker Vulnerability Details pane displays four different
tabs. The tabs that appear vary depending on what you select in the
Vulnerabilities tab.

¢ When you select a category, severity, or vulnerability, only the
Explanation tab appears. This is the high level information covering
the general information about the selected item, including suggested
repairs.

¢ When you select an individual vulnerability, the Explanation and
Details tabs appear.

¢ The Security Context and Call Stack tabs display supporting
information about vulnerabilities discovered during Run-time
analysis.

The header of the Details pane also displays icons indicating the
category and severity of the selected vulnerability, as well as the title.

Explanation Tab

The Explanation tab describes the vulnerability. It also provides repair
procedures and links to additional information. The information in this
tab comes from many trusted sources, such as Microsoft Developer
Network (MSDN), the Open Web Application Security Project
(www.OWASP.org), CERT Coordination Center (www.cert.org), and
various publications.

Details Tab

The Details tab provides comprehensive information about the selected
vulnerability. Where possible, the line of code containing the
vulnerability is displayed. Information in the Details tab differs based on
the type of analysis used to discover the vulnerability.

¢ Compile-time: Displays a Vulnerability information field.

¢ Run-time: Displays Vulnerability information and Originating
request fields.

38 Understanding DevPartner SecurityChecker



¢ Integrity Analysis displays Support data for vulnerability,
including a description of why the rule fired and field information,
Page details, and Output captured fields. A link is also provided that
allows you to view the captured page in a Web browser.

Security Context Tab

The Security Context represents the current security information for the
application when SecurityChecker found the vulnerability. The fields are:

¢ Application: The identity under which the ASP.NET worker process is
running.

¢ User: The browser context.

Details pane: Contains additional security context information.

Call Stack Tab

The Call Stack information enables you to interpret code interactions
that you can use to identify both potential and actual problems.

Potential problems are issues that by themselves are not significant, but
when coupled with other vulnerabilities, they might be considered
critical. An actual problem is an issue that presents a clear vulnerability
by itself.

While Security Context information will be available for all
vulnerabilities discovered during Run-time analysis, Call Stack
information is only available when the vulnerability is found as a result
of a weakness in the code. Information includes:

¢ Unmanaged Thread ID.
¢ Module Name and Method/Function.

¢ File and Line Information: When PDB (program database)
information is available for the item, SecurityChecker displays file
and line information. When PDB information is not available, the IL
(intermediate language) offset is displayed.
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Interpreting Analysis Results

This section explains different ways you can interpret and use the results
of an analysis session.

Responding to the Analysis Results

There are typically two ways to use a security analysis tool; the first is to
use SecurityChecker from the beginning of the development cycle,
testing early and often. In this case, you can review analysis results
(Vulnerabilities) by category or severity. You can choose the type of
vulnerabilities to focus on, and repair them over the development cycle.

The second scenario employs SecurityChecker to “fight fires.” Often the
tool is not employed until late in the development cycle. Results will
most likely be reviewed by severity, with the focus mainly on the Critical
Important, and Moderate groupings.

’

Evaluating the Results

40

As you decide what vulnerabilities to fix, consider the following actions:

¢ Analyze the vulnerabilities: Consider the categories and severities
of the detected vulnerabilities.

Critical and Important vulnerabilities should be reviewed and
addressed where appropriate.

Moderate vulnerabilities should be reviewed and addressed if time
permits.

¢ Evaluate business objectives: Do you have time to repair the
detected vulnerabilities, or is there a critical need to deploy the
application by a deadline?

¢ Assess what could happen if this vulnerability does not get
repaired:

¢ What is my level of exposure?
¢ What is the probability that this vulnerability could be exploited?

¢ What is the worst thing that can happen if my application is
compromised?

¢ Determine the scope of individual vulnerabilities: Is the repair a
simple code fix, or could it start a ripple affect, requiring sweeping
changes to the architecture of the application?
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Triage the Results

Once you have a list of detected vulnerabilities, you need to decide how
to attack them. In making these decisions, you might divide the
vulnerabilities into two groups:

¢ Simple code fixes: Can the development team repair this
vulnerability in a short time, with limited impact on the rest of the
application? Typically, a team can repair these types of vulnerabilities
during development.

¢ Architectural issues: Will the repair for this vulnerability require
intense rework of the application’s structure? You may need to defer
repair of a large-scale vulnerability to a later release. In some cases, if
you have a critical vulnerability, the feature may need to be removed
from the application to avoid exposing the application to this class of
attack.

Using the Information in the Details Pane

Use the Details pane to garner more information about individual
vulnerabilities when you assess the analysis results. The Details pane
provides important information about where the error occurred, how
SecurityChecker got to the error, and the environmental variables that
atfect the vulnerability of the application.

Repair Repeated Vulnerabilities

In some cases, SecurityChecker will detect many vulnerabilities on the
same page of your application. For example, Parameter Tampering may
show as a vulnerability multiple times on the same page. The
comprehensive parameter tampering tests attack fields in many different
ways. If one attack succeeds, others may also succeed. Fixing one of the
listed vulnerabilities may make the field impervious to attack.

Fixing a few of the reported vulnerabilities often clears up several others.
Choose a few obvious issues, repair them, and then re-run the analysis.
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Reports

This section describes how to use reports and modity the SecurityChecker
report templates.

Using Reports

The SecurityChecker software provides HTML based reports that allow
you to record the vulnerabilities discovered during analysis, organize the
information based on the audience, and easily distribute the information
to team members. These HTML reports display information in a format
that can be read when SecurityChecker is not installed locally.

Some ways reports can be used:
¢ Presenting security status updates (summary level reports)

¢ Distributing specific vulnerability information to members of the
development team who may not have SecurityChecker installed on
their computer (reports can be configured to contain very specific
vulnerability details)

¢ Archive validation testing results for manual comparison (generate
reports while running in batch mode from the command line)

The New Report dialog box (Figure 4-4) is accessed from the
SecurityChecker menu (SecurityChecker > New Report). There are three
types of reports: Summary, Detailed, and Comprehensive. Summary
and Detailed reports include several default report templates from which
to choose. These templates allow you to organize the information by
different criteria. When you select a report template, the right pane
displays additional information about that template.

New Report E E‘
Rieport templates:
= Summary repart
Category and severit Detailed report orgarized by
qory ¥ :
OWASP top 10 and severity severity
| Industry classification and severky Inciudes:
= Detailed report organized by o Sesson summary
Severicy
e o Yulnerahilty breakdown by
severit
OWASP top 10 v
Tndustry classification o Individual vulnerabiliy
! v detal including location
= Comprehensive repart information,
Complete session data
Creste new tempishe From selection,..
Name: BNTMET'WebApp_Detal_Sewverity
Lacation; | Ct\Program FilesiCompuware|\BNTHE T\BMTNE TWebApp v

Figure 4-4. New Report Dialog Box
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Each of the templates can be selected as a base for modification using
Create new template from selection.

Summary Reports

Summary reports contain abridged information that can be assessed
quickly. These reports provide excellent visual representations of the
highest level information.

Detailed Reports

Detailed reports provide vulnerability information based on the report
template selected. Templates organize information by:

Severity

*

Category
¢ OWASP Top Ten

¢ Industry Classification

Comprehensive Report

The Comprehensive report contains complete session data, including
explanation and repair information for each vulnerability detected.

Modifying Report Templates

In some instances you may want to change or limit the way a report
presents security vulnerability information about your application. The
SecurityChecker software allows you to modify a report template,
creating a new report that provides only the data you specity.

Example

As a development lead, you have performed a SecurityChecker analysis of
your Web application. The results indicate several areas of vulnerability.
Since any attack that cripples your Web presence has a large impact on
revenue, one of your top priorities will be to repair vulnerabilities that
could result in a Denial of Service.

The developer assigned to the task requires sufficient detail about the
vulnerabilities detected and how to repair them. She does not have
SecurityChecker installed locally, so providing her with a log file is not
useful. Creating a detailed report focusing only on the critical Denial of
Service attacks will provide enough information to repair the
vulnerabilities, in a format independent of the SecurityChecker software.
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To generate this custom report, SecurityChecker must be running and the
session file active in the IDE. Make the following selections:

1

Open the New Report dialog box (SecurityChecker menu > New
Reports), and select the OWASP Top Ten detailed report template.

Click Create new template from the selection.

In the New Template dialog box, give the report a logical name.

New Template El El

Template name: | Critical 0WaSP DOS Yulner abilities

Include severities: Include CWASP Top 10:

|7 Unwvalidated Tnput =
|:| Broken Access Control |
|:| Broken Authentication and Sessiol
|:| Cross Site Scripting Flaws

|:| Buffer Overflows

|:| Injection Flaws

|:| Improper Error Handling

|:| Insecure Storage

I3 Denial of Service
|:| Insecure Configuration Manageme w |

L ~Critical

Include:  [] Call Stacks  [¥] Explanation

wsLT:  Detail_OweAsP,xsl
Apply different £507...

Figure 4-5. New Template Dialog Box - Creating a Custom Report Template

4
5

Use the slide control to select only the Critical vulnerabilities.

In the OWASP Top Ten list, clear all checkboxes except Denial of
Service.

Under Include: select Explanation, and click OK.
When the New Report dialog box appears, select the new template.

Choose a directory in which to save the report, and click OK to
generate the report.

The report containing only the relevant information can be provided to
the developer as a printed document, or as a link to the HTML file.

For reports that require a customized HTML output, SecurityChecker
provides the option to apply a different XSLT to the data.
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Using a Custom XSLT to Create a Report

The SecurityChecker software provides several default report templates
for you to use and modify. In most cases, modifying an existing report
template provides enough detail to produce a concise report. However, if
you need to add a company logo to your report, or customize the HTML
output, writing your own XSLT may be your best option. SecurityChecker
allows you to apply your own XSLT to the session data to produce a
custom report.

Note: XSLT creation is an advanced operation, and is outside the scope of
this manual. If you are not familiar with creating an XSLT, we suggest
you use one of the existing SecurityChecker XSL files as a template
from which to work. If you need additional information about XSLT,
perform an internet search or refer to XML or XSLT specific text
books.

Using an XML editor, create an XSLT that specifies:
¢ The SecurityChecker data to include

¢ The format of the report (company logos, titles, page footers, etc.)
¢ The output file

When you are finished, save the XSLT.

Note: When applying a custom XSLT, be aware that the report template
you choose determines the amount of information your XSLT uses as
a starting point. A detailed report will provide more information to
the transform than a summary report. However, any changes you
make in the New Template dialog box will affect the data supplied to
the XSLT.

New Template @
Template name: New .I.n-d.us.&.ry.c\assii’icatio-n 1
Include severities: Include industry classifications:

|[] ccess Contral A
Account Privileges ‘

~Critical |[] Backdoor Attacks

|[#] Buffer Overflaws
~Important : Canonicalization

: Code Access Security
_Moderate |[¥] Command Injection
|[¥] Configuration Weaknesses
: Cross Site Scripting

~Informational
L |[#] Cryptography v

tncude: [ Call Stacks [ Explanation

@ RabalIodustry xsl
Apply different #5LT...

Figure 4-6. New Template Dialog Box - Apply Different XSLT
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To use the XSLT, click Apply Different XSLT... on the New Template /
Modify Template dialog box. Browse to and select the XSLT to be used.

The new report template will be listed in the New Report dialog box.

Report templates created in the New Template / Modify Template
dialog box can also be applied to reports generated when running in
batch mode using the command line interface. For more information on
using the command line interface, see “Using the Command Line
Interface in an Automated Test Environment” on page 59.

Troubleshooting

This section provides information about issues you may encounter with
results analysis and reports, and provides troubleshooting tips and
workarounds when available.

SQL Injection Attacks May Lower Integrity Vulnerability Counts

46

During Integrity analysis, the page under attack has a specified amount
of time to respond. If the page does not respond within the allotted time,
an error is logged (e.g., Vulnerable to Denial of Service attacks), and
processing of the page ceases. For pages vulnerable to denial of service
attacks, certain SQL injection attacks will cause the page to exceed the
time-out.

In some cases, SQL attacks are launched early in the analysis (for
example, when all Integrity rules are enabled). When the page times out,
no other attacks are run on this page, potentially resulting in fewer
vulnerabilities being reported than if Integrity analysis had been run
without the SQL injection attacks.

There are two ways to resolve this issue. The recommended resolution is
to repair the SQL injection vulnerabilities and re-run the analysis.

The workaround is to turn off the SQL injection attacks (deselect rules
5500 through 5558) and re-run the analysis. Turning off these rules
prevents the time out, allowing other Integrity attacks to be run.
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Note: Note: You can adjust the Page request time out setting through the
Discovery Map page in the Settings dialog box (SecurityChecker
Menu > Settings > Discovery Map).

i SecurityChecker Settings

Rules and Suppressions

[ At pmatiethr e aees
Page request timeouk: seconds

Application Credentials

Analysis

Paths Manual Discovery
Forms Data

Part to lisken on: 505
HTTP Headers

Figure 4-7. Settings Dialog Box - Adjust the Page Request Time out

Using Reports in Netscape

If your default browser is set to open Netscape, Summary reports will not
display correctly. When you click Generate in the Reports dialog box, the
Summary report that appears in Netscape does not show the pie chart
and bar graphs. Instead, it shows broken link images.

Netscape is not supported by DevPartner SecurityChecker in this release.
Associating HTML file types with Internet Explorer will resolve this issue.
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Chapter 5
Tailored Analysis

Structure of an ASP.NET Application
Tailoring Analysis to your Application
Rules and Vulnerabilities

Quality Assurance and Automated Testing

*

*

*

& Suppressions
*

4 Running a Session from the Command Line
*

Troubleshooting

As you become more familiar with DevPartner SecurityChecker, you may
want to further refine your analysis, clarify results, or automate analysis
sessions. This chapter provides information about security concepts and
the advanced use of SecurityChecker features. The information provided
in this chapter will refine your security analysis sessions and add focus to
the information you gather. At the end of the chapter you will find a
section covering troubleshooting of minor issues.

Structure of an ASP.NET Application

DevPartner SecurityChecker takes advantage of the structure of an
ASP.NET application to efficiently analyze the security vulnerabilities of a
Web application.

ASP.NET applications, such as online commerce Web sites, are typically
very large. These sites serve many departments, each having their own
set of pages, forms, and database access requirements. Because of the size
and diversity of these sites, a team handles development. Within that
team, individual developers work on several ASP.NET solutions. Some
solutions are connected, and others are independent. Each solution can
contain multiple projects.
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Logical Division of the Application
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On such a large application, security analysis can be broken down into
logical, manageable sections, rather than applied to the entire

application all at once.

One or more projects often make up a solution within an ASP.NET
application. Each project contains:

¢ Source code (.cs and .vb files)

¢ Web pages (ASPX, HTML, DHTML, ASAX, ASCX, etc.)

¢ Web.config files

A single solution usually uses many Web pages, and often one or more

Web.config files.

n Explorer - Solution BNTRETWebA,., » I X

= F6E]EE e

J Solution 'BMTHNETWebapp' {4 projects) ~
S (53 BNTHETDCOM

1 Header Files

[ Resource Files

[ Source Files
= [ DevPartner SecurityChecker

l_-] SecurityChecker Sessionl,dpscl

= 2P http://localhost /BNTNET/
L= App_Code
3 App_WebReferences
1 applets
@ bin
[ docs
| images
[ StyleSheets
,j account, aspx
l ACCOUnt. asp.resk
,j accountMew, aspx
_::-] accountMew. aspx.resx
,j accountUpdate, aspx

e e e e R

B

Figure 5-1. ASP.NET Solution File Layout
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Tailoring Analysis to your Application

The features on the Analysis page in the Settings dialog box enable you
to tailor your analysis to collect only the information that you need.

To access the Settings dialog box, click Modify SecurityChecker settings
and suppressions on the QuickStart tab, and choose Analysis in the
Settings dialog box.

[ SecurityChecker Settings @

Analysis
Rules and Suppressions

Application Credentials
Compile-time analysis

Discovery Map
Include in analysis:

Source wieb,config Web pages

Proxy Information

Run-time analysis

Forms Data callstack depth: [show system-level security activity

HTTP Headers

Inteqrity analysis

Tnclude in analysis:

[¥]Headers [¥] Cookies [“IFarm fields [l querystring

add text strings ko alow SecurityChecker ko
identify custom error pages: Security risk keywards in HTML comments:

unauthenticated -~
user

vulnerability

warning

windowsidentity

windowsprincipal

2

Figure 5-2. Settings Dialog Box - Analysis Page

Compile-time Analysis

Compile-time analysis examines your source code and the associated
meta data, the foundation of your application. An attack that penetrates
the outer layer of a Web application will be less likely to extract
information or disable the site if there are few vulnerabilities in the
structure of the application.

You can refine your analysis with the Compile-time analysis selections
on the Analysis page of the Settings dialog box (see Figure 5-2 above).

¢ Select Source to analyze all source files, including .cs, and . vb files.

¢ If you write the HTML code for the application and do not need
to analyze the code-behind modules, clear the Source check box.

¢ If you write the code-behind modules, select the Source check
box to analyze all the source code.
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¢ Select Web.config to detect vulnerabilities caused by authentication
problems and debugging messages in your code.

& To reduce the number of false vulnerabilities, clear the
Web.config check box early in the development process, when
debugging messages are enabled and authentications are set
differently than for production.

¢ Later in the development process, (during pre-deployment
analysis, for instance), select the Web.config check box to
analyze the contents of the Web.config file.

¢ Select Web pages (HTML) to analyze page directives and page-
specific information for security issues.

¢ If you know that the Web pages will not be changing, you can
clear this option to reduce the analysis time.

¢ If you are responsible for the HTML, enable Web pages for
specific analyses.

By default, Compile-time analysis looks at all the source code in the
solution. If you are responsible for only a portion of the code, you can
limit the analysis to specific projects in the solution. In the Rules and
Suppressions page of the Settings dialog box, use the Projects tab (at the
bottom of the pane) to select the specific projects within the solution you

want to analyze.
Note:

For detailed information about each of the pages in the Settings

dialog box, refer to the Settings Dialog Box topic under User Interface
in the SecurityChecker online help.

Application Credentials
Discovery Map

Proxy Information
Analysis

Paths

Forms Data

HTTP Headers

RE
(64) Moderate
(23) Informational

Projects included in analysis
\BMTNETCOMBNTNETDCOM|BNTHETDCOM. uepro
[ httpe filocalhost /ENTNET

[ httpefflocalhost (BNTMET AccountInfo

[ http:fflocalhost (BHTMET SupplierListing

Projects | Suppressions by lacation

Figure 5-3. Projects Tab at the Bottom of the Rules and Suppressions Page
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Run-time Analysis

Integrity Analysis

Run-time analysis discovers vulnerabilities by examining the internal
workings of your code. Use Run-time analysis as soon as you have a
working application and continue to use it as you add functionality to
your application.

Run-time analysis requires the use of a discovery map to analyze your
application. Using manual discovery (Check only the pages that I visit)
to generate a discovery map can help focus your session. See “Quick
Start” on page 6 for the steps to use manual discovery, or see “When to
Use Manual Discovery” on page 18 for conceptual information about
manual discovery.

The following selections appear under Run-time analysis:

¢ Call Stack Depth: Specifies how many call frames are recorded from
the call stack for Run-time analysis. The default value of 25 should
provide enough stack information to trace errors back from the
framework into your ASP.NET application. If you do not see your
code listed in the callstack, you may need to increase the number of
call frames recorded.

Increasing this value will consume more memory in the ASP.NET
worker process and may cause the analysis to take longer.

¢ Show system level security activity: Activity at this level indicates a
change to a Code Access Security -based permission set from the
application’s code. This setting can lead to a better understanding of
how security settings are established for the executing application’s
environment. It also reflects the changes to the initial security
context as it evolves throughout the life of the application.
Understanding your application code’s security context can be
valuable while developing and testing the application, debugging
security issues, or resolving deployment issues.

Integrity analysis simulates attacks on your application using known
threats and exploits to reveal vulnerabilities. It exercises every possible
link, field, or page in your application, subsequently returning a large
amount of information. Using manual discovery during an Integrity
analysis session allows you to limit the scope of the analysis. By selecting
a subset of all the pages in the application, you can gather only the data
that is relevant to your work.

Additionally, the Analysis page of the Settings dialog box provides
optional settings to further refine the analysis results.
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If you want SecurityChecker to manipulate various areas of an HTTP
Request, enable the corresponding option as listed below.

¢ Headers

¢ Cookies

¢ Form Fields
¢ Query String

Users who want to speed up Integrity analysis or want to only focus on
specific areas of the HTTP Request/Response may want to alter the
following parameters:

¢ Add text strings to allow SecurityChecker to identify custom
error pages: If your application uses custom error pages, add strings
that appear on that page here. Listing these custom strings helps
SecurityChecker identify error pages you have created, and reduces
the number of false positive results. For additional information on
false positives, see “What is a “False Positive”?” on page 57.

For example, when a login attempt fails, the page returned should
display a message similar to: “Login Attempt Failed.” Displaying a
message that says, “Login failed. Bad Password.” gives away too much
information and tells the hacker that they are affecting the
application by sending bad data.

Note: Adding custom error message strings can significantly reduce the
number of false positives generated, especially for the parameter
tampering rules.

¢ Security risk keywords in HTML comments: During development,
comments are used extensively in code. Comments left in the HTML
files when you deploy the application can pose a serious security risk.
If your organization has words used in comments not typically used
by other organizations, you can add them here. If particular words do
not pertain to your application, remove them from the list.

Rules and Vulnerabilities

The SecurityChecker software detects vulnerabilities based on a fixed list
of rules. When vulnerabilities are detected, these rules fire, and
SecurityChecker displays information on the Vulnerabilities tab.

Rule Selection

By default, a SecurityChecker analysis session checks for all the rules
associated with each of the analysis types. You can select a subset of the
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Tip: You can group the
rules by category, severity,
or analysis type by right
clicking in the Rules list
and selecting Group by.

rules to be used for each analysis session by using the Rules and
Suppressions page in the Settings dialog box. A subset of rules can be
based on any combination of severity, category, analysis type, or created
by selecting individual rules.

Note: For detailed information about each of the pages in the Settings

dialog box, refer to the Settings Dialog Box topic under User Interface
in the SecurityChecker online help.

You may not want to include the full set of rules in an analysis session:

¢ If you do not want to check for deployment issues during
development, you can disable these rules by grouping them by
Category and de-selecting the check box next to Deployment
Issues.

¢ If you are only interested in fixing Critical, Important, and
Moderate issues, you can group the rules by Severity and de-select
the check box next to Informational rules.

¢ If you are a quality assurance lead, you may want to create a rule
baseline that an application must pass before moving to production.
You can choose only the rules you need to pass before accepting the
application. Any exceptions to the rule set could be denoted using
location level suppressions. See “Location Level Suppressions” on
page 56 for more information.

If you need more specific divisions of rules, define individual rule sets
that contain a custom mix of categories and severities. To define
individual rule sets within a settings file:

1 From the Rules and Suppressions page in the Settings dialog box,
choose the rules for your rule set.

2 Run your session.

After the session has completed, save the session settings. Click Save
Settings Used in this Session on the Summary page. The default
name for the settings file is <SolutionName>.dpscc. The Settings file
contains the session rules set.

Alternative ways to save the settings file are to choose Save Selected
Items from the File menu, or exit the session and wait for the Save
Session dialog box to appear.

3 To reuse these settings in a later session, copy the saved settings file
from the SecurityChecker folder in the solution explorer.
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Suppressions

Suppression Types

The SecurityChecker software provides suppressions as a mechanism to
prevent errors from being recorded. You can create suppressions:

¢ To prevent SecurityChecker from reporting an error for a problem
that you do not think needs to be corrected.

¢ To create rule level suppressions to reduce the number of rules
SecurityChecker applies against your application.

¢ To prevent SecurityChecker from reporting a false positive.

Suppressions will help reduce the size of future session logs, simplifying
the task of evaluating future results.

Caution: Suppressions will be applied to all future sessions until you
remove the suppression from the Rules and Suppressions page of the
Settings dialog box.

Suppressions will not be applied to an existing or past log.

There are two types of suppressions, rule level suppressions and location
level suppressions.

Rule Level Suppressions

Suppressing by category, severity, or vulnerability constitutes rule level
suppressions. When you suppress at the rule level, SecurityChecker
ignores all instances of these vulnerabilities.

Adding rule level suppressions in the Vulnerabilities tab is the same as
disabling a category, severity level, or individual rule on the Rules and
Suppressions page of the SecurityChecker Settings dialog box.

Caution: If you suppress a vulnerability at the Rule Level,
SecurityChecker will no longer look for that vulnerability anywhere in
your application. If possible, consider using Location Level Suppressions.

Location Level Suppressions

Location level suppressions are vulnerabilities suppressed at the file or
module level. When you suppress a vulnerability at the location level,
SecurityChecker ignores instances of the vulnerability in specific
locations, but records them in all others.
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Tip: If your application
successfully handled the
vulnerability, consider
adding a custom text
string to identify the error
page generated by your
application. This identifies
your error page to
SecurityChecker, and
reduces the number of
false positives. For
information on adding a
custom text string see
“Add text strings...” on
page 54.

Many of the vulnerabilities will show the file or module name, and other
information. When you right-click on file or module vulnerabilities and
select Add to suppression list, you need to select one of the following:

¢ All vulnerabilities in this location prevents any vulnerability from
being detected in this file or module.

¢ This vulnerability in this location prevents only this vulnerability
from being detected in this file or module.

Caution: Suppressing all vulnerabilities at a location might hide serious
problems that should be addressed. Use location level suppressions
carefully.

For more detailed information on adding, removing, and the advanced
use of suppressions, refer to the Suppressions topics under Using
SecurityChecker in the online help.

What is a “False Positive”?

The SecurityChecker software might interpret a piece of code as a
vulnerability, but in that stage of development it is not a concern. Or it
may be reporting an issue in your custom code that you know does not
represent a problem. With any automated error detection tool, you will
get some number of “false positives.” To reduce these false positives,
suppress the rule to remove it from future SecurityChecker sessions.

Note: You can also prevent false positives by adding custom error text

strings in the analysis settings. Doing so will tell SecurityChecker that
your application successfully handled the invalid input.

Suppressing a Vulnerability
To suppress a vulnerability:
1 At the end of an analysis session, click the Vulnerability tab.

2 Right-click the vulnerability you want to suppress and select Add to
suppression list.

Quality Assurance and Automated Testing

The SecurityChecker software is designed as a security vulnerability
analysis tool to be used throughout the development cycle. However, this
section explores using SecurityChecker as a testing tool to validate the
repair of security vulnerabilities uncovered during development. It also
explores the use of the command line for such test cases.
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What Quality Assurance Needs for Validation Testing

58

After the development team repairs the vulnerabilities uncovered with
SecurityChecker, developers can provide the quality assurance team with
settings files and discovery maps to make validation and regression
testing more efficient.

SecurityChecker Settings and Discovery Map Files

As developers find, fix, and perform validation testing on the
vulnerabilities SecurityChecker uncovers, they should save the associated
settings files (*.dpscc) and discovery maps (*.dpscs). The settings file
contains a list of vulnerability rules used in the analysis, as well as other
settings that control how the application is analyzed. The discovery map
file contains the actions, or Web application requests that exercise
specific portions of the application. When the quality assurance testers
begin regression testing, these files are used together to duplicate testing
the developers have performed, and to verify the operation of the
application. The settings and discovery map files can also be used from a
command line interface to automate testing. See “Using the Command
Line Interface in an Automated Test Environment” on page 59 for more
information.

Developers can also deliver a completed SecurityChecker session file to
quality assurance testers. The session file contains the complete set of
settings, the discovery map, and the results of the analysis session.
Session files can be viewed from within the SecurityChecker interface, or
used from the command line to generate reports. A quality assurance
tester can also export the session information (from the user interface) to
an XML file, and then use a customized tool to compare results from a
developers analysis session to one of their own.

Naming Conventions

The SecurityChecker software saves the settings files and discovery maps
to the solution directory by default. The default naming convention for
the settings file is the name of the solution (mysolution.dpscc).

The default naming convention for the discovery map is
mysolution_current_date_number.dpscs. A discovery map to be reused
should be renamed with an intuitive naming convention, including an
indication of the part of the application being tested. For example,
LoginTest.dpscs, or ShoppingCartTest.dpscs.
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Using the Command Line Interface in an Automated Test Environment

Run SecurityChecker from the command line when you need to
automate security analysis. When you run SecurityChecker from the
command line, you can:

L 4

Recording Benchmarks

Integrate SecurityChecker into your automated quality assurance
test suites. The command line interface provides an easy way for any
automated test product to launch a SecurityChecker analysis session.
Using combinations of SecurityChecker settings and discovery maps,
the application can be tested in many different ways. By using the
“Export to XML” feature from the command line, automated tools
can interpret and compare the results to baseline files.

Cover a large code base automatically. If your ASP.NET application
contains many pages or source code files, an analysis session may
take longer than is practical to wait. In this case, the command line
can be used to run tasks in a batch process.

SecurityChecker can also generate a discovery map automatically by
spidering the application links. For a large application, this can be
done in batch mode as part of the analysis session.

Perform security regression testing. Using session files or exported
XML session data, an automated tool can compare results between
sessions to verify that no new issues have been introduced.

To track milestones and benchmarks, use SecurityChecker to generate
summary and technical detail reports. You can also create custom XSLT
style sheets to define your own reports.

Use a commercially available “differencing tool” to validate the analysis
results against your current benchmark.

If you find differences, record them.

2

L 4

In cases where the quality of the application has improved, a new
benchmark will need to be established.

If a false positive occurs, create a location based suppression to
prevent future occurrences of the vulnerability from being recorded
in the log.

If your application has been modified to output a custom error page,
adding that information to the SecurityChecker settings will reduce
the number of false positives generated during analysis. Use the
Analysis page of the Settings dialog box to add a custom error text
string to the session settings.
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¢ Submit a defect to the defect-tracking tool when a failure is detected.

¢ The SecurityChecker software allows you to save information to a
separate directory and include it in your defect report. Access to
settings files, reports, and configuration files creates a closed loop
system, where you can deliver all the information the developer
needs to correct the problem.

¢ If you have Team System installed on your computer, and your
templates support the Bug-type work item, you can directly
submit defects that include detailed vulnerability information.

Running a Session from the Command Line

Command File

This section provides general information about running automated
testing from the command line.

For the specific steps to run a session, refer to the online help topic,
Running SecurityChecker from the Command Line.

To run a session from the command line, you must have a command file.
Command files are XML files that name SecurityChecker settings files,
log files, and report types. If no settings file is specified, SecurityChecker
will look for a settings file with the default name based on the solution
name. Typically, the format is mysolution.dpscc. If the file does not
exist, SecurityChecker uses the default settings.

Use the Create Command File selection from the SecurityChecker menu
to automatically generate a sample command file based on a completed
session. Use this file as a template to customize your analysis commands.

You can also create a command file manually. SecurityChecker provides a
sample command file for you to modify as necessary. The sample file is
located in the SecurityChecker install directory:

(C:\Program Files\Compuware\DevPartner
SecurityChecker\SampleCommandFile.xml).

The Command file functions as the user interface for command line
operation. The following settings are specified by the command file
when running from the command line:

¢ Path to the solution to be analyzed

¢ DPath to the settings file if you are using a settings file other than the
default
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¢ Path and directory to save the session log file

¢ Path and directory to save the Command Line log file

The command line log file is an XML file containing status and
tracing information for events occurring during the analysis session.
The verbosity of the output can be controlled through the use of
command line switches:

<& /silent hides most analysis output
<& /verbose displays all analysis information

Use the command file to specify additional actions, such as saving a
session log file to a different directory, and then generating and saving
multiple reports from the log file.

For more information about the structure and use of the command file,
refer to the online help topic, Running SecurityChecker from the Command
Line.

Creating Multiple Settings Files

If you run SecurityChecker from the command line to validate repairs or
run automated test suites, you should create individual settings files
tailored to your test cases.

Follow these steps to create a customized settings file for each test case.

1 From the SecurityChecker user interface, open the session file to be
modified, or import an existing settings file using Import Settings
file from the Quickstart tab.

2 Make the desired changes to the settings.

3 Run the analysis session. When the session is complete, verify the
results.

4 Go to the Summary tab and select Export current settings to a file
to save the SecurityChecker settings.

You may also select Create a command file from the SecurityChecker
menu to create a command file that represents the session.

Note: Since the generated command file is a template, it contains only a
sample setting file name. To use a settings file, you must modify the
template before saving it.

To modify these settings in the future, import the settings file using the
link on the QuickStart tab, and follow the same steps.
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Creating Multiple Discovery Maps

Troubleshooting

A SecurityChecker settings file references the discovery map used for an

analysis session. However, you can modify the Command file to override
the discovery map referenced in the settings file. This allows you to have
a single settings file containing the rules and configuration information

to run the analysis, and individual discovery maps for each test case.

To create a discovery map for each test case, you can edit an existing
discovery map or create a new map using the following steps.

1 Click Manage Discovery Maps on the SecurityChecker toolbar.

2 Use the Manage Discovery Maps dialog box and the map viewer to
create a new map or edit an existing map.

3 Tailor the new discovery map to cover only the pages needed for the
specific test.

4 Click OK to save the map and close the map viewer.

Note: For more information on creating a discovery map, see “Editing a
Discovery Map” on page 26.

This section provides information about issues you may encounter with
some of the advanced features of SecurityChecker, and provides
troubleshooting tips and workarounds when available.

Warnings in the Application Events Log

62

During Integrity analysis, SecurityChecker logs warnings to the
Application Event Log. The warnings reflect the unhandled exceptions
generated during the attacks executed by SecurityChecker to expose
vulnerabilities in the application. Generating a high number of
unhandled exceptions is normal operation for a security analysis tool.
This is a known issue and will be addressed in a future release. Because
the additional warnings may obscure other event information, you may
choose to disable the events from being written to the event log using
the following procedure.

1T Open the IIS Manager (Start > Settings > Control Panel >
Administrative Tools > Internet Information Services).

2 Expand the treeview to expose the Web Sites node that appears
under the root.
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3 Right click on the Web Sites node and select the Properties option
from the context menu. (For Windows 2000, select the root machine

node and edit the Master Properties.)

4 Select the Home Directory tab.
5 Click the Configuration button.
6 Select the Process Options tab.
7

as shown in Figure 5-4 below.
8 Click OK.

Application Configuration rg|

Mappingz | Options | Debugging | Cache Dptionsg Process Options [

['white unzuccesshul client requests to event log

.

:: 300 | seconds

LG zcript timeout:

[ Ok H Cancel ][

Apply ] [ Help

Figure 5-4. Application Configuration Dialog Box

Inaccurate Module and File information

Uncheck the Write unsuccessful client requests to event log option

If you are performing Run-time analysis and do not get accurate module
or file information, recompile the application and re-run analysis.

Sometimes PDB symbol information does not get copied into the Web

server directory.
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